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CIS 842: 
Specification and Verification 
of Reactive Systems

���������	��
�
���

����

�������
�����
	���
����

��������	
���
����� �
� � 		
� � �� ��
� ��� 
� � 	� �����
� � � 
� �� � ��
 �� 
! ���� � " ! 
� � � 
� �� �� � 	" �� ! 
���
	��! 
� �" �! � 
� �� 
� �������	� � 

# � 	� ��� �! 
� � � 
# � �
� �	
� � 
" ! � � 
�� 
�	�� �
� �" �! � 
! � 		�� �! 
�" 	! �� � 
��
$ � � ! � ! 
% 	� 	� 
& � �' � �! �	�
�� 
	�� ��
� " ��� � 	
���# 
��
# �� ���� � 

���# 
� �	��" 	
	�� 
� ( ��� ! ! 
� ��		� � 
�� �# �! ! ��� 
��
�� � 
��
	�� 
� �������	
���� � �! �
� " ��� �
	��! 
� �" �! � �
! 	" � � � 	! 
� �� 
������ �	� � 

���# 
! � ���� �
� �	� ! 
	�
��
� � �� �
�� �� 
���
	� ) �� �
� �	� ! 
� �
� � �
�� �! �� 
��
� �# # � �� �� �
���# 
� �	��" 	
	�� 
� ( ��� ! ! 
� ��		� � 

�� �# �! ! ��� 
��
�� � 
��
	�� 
� �������	
���� � �! �


����������	������
������������������ �

Objectives
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Outline
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Stack Trace Checking
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Stateful Search
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Example : Missed Error
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Solution
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Checking Safety Properties
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Checking Safety Properties
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Instrumentation
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Example 
boolean fork1, fork2;
thread Philosopher1() {

loc pickup1: live {} when !fork1 
do { fork1 := true; } goto pickup2;

loc pickup2: live {} when !fork2 
do { fork2 := true; } goto eating;

loc eating: live {} do {} goto drop2;
loc drop2: live {} 

do { fork2 := false; } goto drop1;
loc drop1: live {} 

do { fork1 := false; } goto pickup1;
}

Consider the property:
a philosopher must pickup a fork before dropping it
e.g.,   [- P1.pickup1]*; P1:drop1; .*
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Example 
boolean fork1, fork2;
thread Philosopher1() {

loc pickup1: live {} when !fork1 
do { 

// record that a pickup of 1 happened
fork1 := true; 

} goto pickup2;
loc pickup2: live {} when !fork2 

do { fork2 := true; } goto eating;
loc eating: live {} do {} goto drop2;
loc drop2: live {} 

do { fork2 := false; } goto drop1;
loc drop1: live {} 

do { 
// check that a pickup of 1 happened
fork1 := false; 

} goto pickup1;
}
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Example 
boolean fork1, fork2, sawpickup;
thread Philosopher1() {

loc pickup1: live {} when !fork1 
do { 

sawpickup := true;
fork1 := true; 

} goto pickup2;
loc pickup2: live {} when !fork2 

do { fork2 := true; } goto eating;
loc eating: live {} do {} goto drop2;
loc drop2: live {} 

do { fork2 := false; } goto drop1;
loc drop1: live {} 

do { 
assert(sawpickup);
fork1 := false; 

} goto pickup1;
}
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Instrumentation Approach
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Recall : DFS Algorithm

� : assert(s) = false; stop

� : otherwise; proceed
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Instrumentation Approach
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Example
boolean fork1, fork2;
thread Philosopher1() {

loc pickup1: live {} when !fork1 
do { fork1 := true; } goto pickup2;

loc pickup2: live {} when !fork2 
do { fork2 := true; } goto eating;

loc eating: live {} do {} goto drop2;
loc drop2: live {} 

do { fork2 := false; } goto drop1;
loc drop1: live {} 

do { fork1 := false; } goto pickup1;
}

Consider the property:
a philosopher must pickup a fork before dropping it
e.g.,   [- P1.pickup1]*; P1:drop1; .*
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Finite-state Automaton
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Example : Property 
Consider the property:

a philosopher must pickup a fork before dropping it
e.g.,   [- P1.pickup1]*; P1:drop1; .*

.

.

[- P1.pickup1,P1:drop1]

1
P1:drop1

2

P1.pickup1

3
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Example :  System
(p1,p1)

(p2,p2)

(d2,p1)

(e,p1) (p1,e)

(p2,p1) (p1,p2)

(d1,p1)

(p1,d2)

(p1,d1)
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Example :  System Automaton

(p1,p1)

(p2,p2)(d2,p1)

(e,p1) (p1,e)

(p2,p1) (p1,p2)

(d1,p1)

(p1,d2)

(p1,d1)

P1.pickup1

P1:drop1 P1.pickup1
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Product

Synchronous Product of Two Automata

Is a new Automaton

where
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Example :  Product Automaton

(p1,p1,1)

(p2,p2,3)(d2,p1,3)

(e,p1,3) (p1,e,3)

(p2,p1,3) (p1,p2,3)

(d1,p1,3)

(p1,d2,3)

(p1,d1,3)

P1.p1

P1:d1

(p1,e,1)

(p1,p2,1)

(p1,d2,1)

(p1,d1,1)

(p1,p1,3)

P1.p1
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Example :  Wrong Property

(p1,p1)

(p2,p2)

(d2,p1)

(e,p1) (p1,e)

(p2,p1) (p1,p2)

(d1,p1)

(p1,d2)

(p1,d1)

P2.p1

P1:d1

[- P2.pickup1]*; P1:drop1; .*

P2.p1
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Example :  Product Automaton

(p1,p1,1)

(p2,p2,1)

P2.pickup1P1:drop1

(p1,e,3)

(p1,p2,3)

(p1,d2,3)

(p1,d1,3)

(p1,p1,2)(p1,p1,3)

(d2,p1,1)

(e,p1,1)

(p2,p1,1)

(d1,p1,1)

(p1,e,2)

(p1,p2,2)

(p1,d2,2)

(p1,d1,2)

(d2,p1,2)

(e,p1,2)

(p2,p1,2)

(d1,p1,2)

(d2,p1,3)

(e,p1,3)

(p2,p1,3)

(d1,p1,3)

(p2,p2,3) (p2,p2,2)
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For You To Do

How would you 
modify this algorithm 
to construct the 
product on the fly?
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Some Observations
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DFS Automaton Checking

See if this transition is 
a symbol in the 
property alphabet

If so them drive a 
transition in the 
property automaton
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DFS Automaton Checking

New property state 
component

Conditional update of 
property state

Test for acceptance state 
of violation property

����������	������
������������������ $@

Bogor Safety Checking
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Example : System

thread MAIN() {
loc open: live {}

do { } // open
goto run;

loc run: live {}
do { } // run, call close
goto close;

loc close: live {}
do { } // close
goto open;

}
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Example : Property
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For You To Do
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