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P
artialO

rdering

�
R

elation
v

on
L.

�
v

is
reflexive,anti-sym

m
etric,transitive.

(A
ntisym

m
etric

m
eans:

∀
`

� ,`
�

∈
L

:
`

�

v
`

�

∧
`

�

v
`

�

⇒
`

�

=
`

� .)

L
is

a
partially

ordered
set(poset)if

L
is

equipped
w

ith
a

partial
ordering

v
.
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U
pper

and
low

er
bounds

`
∈

L
is

an
upperbound

(resp.
low

erbound
)for

Y
⊆

L
if:

�
Forall

`
′
∈

Y
:
`
′
v

`.

�
R

esp.:
Forall

`
′
∈

Y
:
`
v

`
′.

A
leastupperbound

(lub)
`

of
Y

is:

�
A

n
upperbound

of
Y.

�
W

henever
`
0

is
anotherupperbound

of
Y,w

e
have

`
v

`
0 .

A
greatestlow

erbound
(glb)

`
of

Y
is:

�
A

low
erbound

of
Y.

�
W

henever
`
0

is
anotherlow

erbound
of

Y,w
e

have
`
0
v

`.

N
ote:

Y
⊆

L
need

nothave
lub’s

and
glb’s.

W
hen

they
existthey

are

unique
and

w
ritten

⊔
Y

and
u

Y.
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C
om

plete
lattice

A
com

plete
lattice

L
is

a
poset

(L
,v

)
such

thatallsubsets
of

L

have
leastupperbounds

and
greatestlow

erbounds.

�
⊥

=
⊔

∅
=

u
L

is
the

leastelem
ent

�
>

=
u
∅

=
⊔

L
is

the
greatestelem

ent.

N
ote

that
u

Y
=

⊔
{`
∈

L
|∀

`
′
∈

Y
:
`
v

`
′}.

H
ence

u
∅

=
⊔

{`
∈

L
}
=

>
.
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E
xam

ple

Forsom
e

set
S,

L
=

(℘
(S

),⊆
)

is
a

com
plete

lattice.

�
v

is
⊆

�
⊔

Y
=

⋃
Y

�
u

Y
=

⋂
Y

�
⊥

=
∅

�
>

=
S.

J
a
n

2
5

2
0
0
5

/
5



Lem
m

a

Fora
poset

L
=

(L
,v

),t.a.e.:

(i)
L

is
a

com
plete

lattice.

(ii)
every

subsetof
L

has
a

lub.

(iii)
every

subsetof
L

has
a

glb.

P
roof:

(i)im
plies

(ii)and
(iii).

Then
w

e
show

(ii)im
plies

(i)and
(iii)

im
plies

(i).
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M
oore

Fam
ily

A
M

oore
fam

ily
is

a
subset

Y
ofa

com
plete

lattice
L

=
(L

,v
)

that
is

closed
underglb’s:

∀
Y
′
⊆

Y
:u

Y
′
∈

Y.

�
A

M
oore

fam
ily,

Y,alw
ays

contains
a

leastelem
ent

u
Y.

�
A

M
oore

fam
ily,

Y,alw
ays

contains
a

greatestelem
ent

u
∅

=
>

,w
here

>
is

the
greatestelem

entin
L.

E
xam

ple:
Forthe

pow
ersetlattice

form
ed

from
the

set
{1

,2
,3

},
considerthe

subsets
{{2

},{1
,2

},{2
,3

},{1
,2

,3
}}

and
{∅

,{1
,2

,3
}}.

These
are

both
M

oore
fam

ilies.
N

eitherof
{{1

},{2
}and

{∅
,{1

},{2
},{1

,2
}}

are.

Forexam
ple,

{∅
,{1

},{2
},{1

,2
}}

does
notcontain

the
set

{1
,2

,3
}.
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S
ecurity

type
system

Idea:
A

ttacker
should

notbe
able

to
view

changes
in

sensitive
data.

S
o

classifying
data

as
`

(forLow
)and

h
(forH

igh),w
antto

disallow
“bad

flow
s”:

�
`

:=
h

�
ifh

then
`

:=
0

else
`
:=

1

A
ttackeris

considered
Low

.

S
em

antically,w
hatpolicy

is
guaranteed

to
hold?
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The
JD

K
getS

igners
bug

p
u
b
l
i
c

c
l
a
s
s

C
l
a
s
s

{

p
r
i
v
a
t
e

I
d
e
n
t
i
t
y

[
]

s
i
g
n
e
r
s
;

p
u
b
l
i
c

I
d
e
n
t
i
t
y
[
]

g
e
t
S
i
g
n
e
r
s
(
)

{
r
e
t
u
r
n

s
i
g
n
e
r
s
;
}

}The
callto

C
lass.getS

igners()can
be

used
to

create
an

alias
betw

een
the

private
array

signers
and

a
m

alicious
client.

Then
the

clientcan
installitselfas

a
valid

signerby
updating

the
alias.J
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